Design issues of Net w ork Enabled Serv er Systems for the Grid Satoshi Matsuok a, 1 ; 2 ? Hidemoto Nak ada, 3 ?? Mitsuhisa Sato 4 ??? and Satoshi Sekiguchi 3 y 1 T oky o Institute of T ec hnology , T oky o, Japan 2 Japan Science and T ec hnology Corp oration, T oky o, Japan 3 Electrotechnical Lab oratory , Tsukuba Ibaraki, Japan 4 Real W orld Computing Partnership, Tsukuba Ibaraki, Japan Abstract. Netw ork Enabled Server is considered to b e a go o d candi- date as a viable Grid middleware, o�ering an easy-to-use programming mo del. This pap er clari�es design issues of Net w ork Enabled Server sys- tems and discusses p ossible choices, and their implications, namely those concerning connection metho dology , proto col command representation, security metho ds, etc. Based on the issues, w e hav e designed and im- plemented new Ninf system v.2.0. F or each design decision w e describ e the rationale and the details of the implementation as dictated b y the choices. W e hop e that the pap er serves as a design guideline for future NES systems for the Grid. 1 Introduction A Net w ork Enabled Server System(NES) is an RPC-style Grid system where a client requests the service of a task to a server. There are several systems that adopt this as the basic mo del of computation, suc h as our Ninf system[1], Netsolve[2], Nimro d[3], Punch[4], and Grid e�orts utilizing CORBA[5, 6, 7]. NES systems pro vides easy-to-use, intuitiv e, and somewhat restricted user and programming in terface, This allo ws the p oten tial users of Grid systems to easily mak e his applications \Grid enabled", lo w ering the threshold of accep- tance. Th us, w e deem it as one of the imp ortan t abstractions to b e la y ered on top of low er-lev el Grid services such as Globus[8] or Legion[9]. Since 1995, we hav e b een conducting the Ninf pro ject, whose goal has b een to construct a p ow erful and exible NES system [10, 11], and ha v e inv estigat- ed the utilit y of such systems through v arious application and p erformance exp erimen ts[12]. There, we hav e gained precious exp erience on the necessary technical asp ects of NES systems whic h distinguishes them from con v en tional RPC systems such as CORBA, as well as v arious tradeo�s in v olv ed in the de- sign of such systems[13]. Based on suc h observ ations, w e ha v e redesigned and reimplemented version 2.0 of the Ninf system from scratch. ? matsu@is.titech.ac.jp ?? nak ada@etl.go.jp ??? msato@trc.rwcp.or.jp y sekiguchi@etl.go.jp

Fig. 1. General Architecture of NES Systems The purp ose of this pap er is to discuss the notable technical p oints which led to the design decisions made for Ninf v.2.0. In particular, for the latter half of the pap er w e fo cus on the securit y issues, which is mostly lac king in the curren t generation of NES systems. 2 General Ov erview of NES Systems In general, NES systems consists of the follo wing comp onents: (Figure 1) !# { Clien ts: Requests execution of grid-enabled libraries and/or applications to the serv er. { Serv ers: Receives request from clien ts, and executes the grid-enabled li- braries and/or applications on clien ts’ b ehalf. { Sc heduler: Selects amongst multiple servers for execution according to the information obtained from the resource database. { Monitors: Monitors the status of v arious resources, such as computing re- source, communication resource, etc., and registers the results in the resource database. { Resource Database: Stores and main tains the status of monitored re- sources. The Monitors p erio dically \monitor" the status of resources such as the serv- er, netw ork, etc., and registers the results in the Resource Database. The users of Grid systems mo di�es his applications to utilize the serv ers with the use of clien t APIs, or to ols that hav e b een constructed using the client APIs. The Client in- quires the Scheduler for an appropriate Serv er. The Sc heduler, in turn, acquires the info on computing resources, and selects the appropriate server according to some scheduling algorithm, and returns the selection to the Client. The Clien t then remotely in v ok es the library/application on the selected serv er by send- ing the appropriate argument data. The server p erforms the computation, and returns the result data to the client.

2.1 Design Issues in NES Systems There are sev eral design issues regarding the construction of NES systems, in- cluding the connection metho ds of client and serv ers, communication proto cols, and security . Moreov er, there is an issue of how we mak e the system op en to future extensions. Client-Serv er Connection Metho dologies The client must �rst establish a connection with the selected server. The sub-issues inv olv e 1) contin uous con- nection v ersus connection-by-necessit y , and 2) usage of proxies. Continuous Conne ction versus Conne ction-by-Ne c essity: Contin uous connection maintains connection b et w een the server and the clien t during the time server is p erforming the computation. Contrastingly , Connection-b y-Necessit y makes �ne- grain connection/disconnection b et w een the client and the serv er on demand. Contin uous connection is t ypically employ ed for standard RPC implemen- tations; it is easy to implement under the curren t TCP/IP so c k et APIs, and furthermore, allows easy detection of serv er faults via stream disconnection. The drawbac k is the restriction on how man y parallel tasks that can b e in v ok ed by a client. Since the connection to the serv er must b e maintained, the client pro cess is requires more �le descriptors than the num ber of parallel tasks b eing inv ok ed. How ev er, since the num b er of �le descriptors p er pro cess is restricted for most OSes, this limits the num ber of parallel tasks. Such has not b een a problem for traditional RPCs, since most transactions are short-liv ed, and/or the num ber of connections w ere small since the user tasks are sequen tial. Moreov er, contin uous connection requires the client to constantly b e on-line, without any interruption in the communication. Th us, the clien t cannot go o�- line, neither delib erately nor b y accident; even a momen tary failure in the com- munication will cause a fault. This again is a restriction, since some Grid-enabled libraries ma y take hours or even da ys to compute. By contrast, in Ninf v.2.0 we ha v e adopted Connection-by-Necessit y . Basi- cally , when the clien t mak es an RPC request to the serv er, it disconnects once the necessary argument data had b een sent. Once the server �nishes the com- putation, it re-establishes a new connection with the client, and sends back the result. This ov ercomes the restriction of the Contin uous Connection, but a) the proto col b ecomes more complex, due to the requiremen t of server-initiated and secure connection re-establishmen t, b) there need to b e an alternative metho d of detecting serv er faults, and c) p erformance ma y su�er due to connection costs. Dir e ct Conne ction versus Pr oxy-b ase d Conne ction Another concern is whether to connect the clien t and the serv er directly , or assume a dedicated, mediating proxies, for v arious purp oses including connection main tenance, p erformance monitoring, and �rewall circum v en tion. The \old" Ninf system (up to v.1.2.) employ ed pro xy-mediated connection, for the purp ose of simplifying the clien t libraries. All tra�c was mediated by the pro xy; in fact, comm unication with the Scheduler for server selection was p erformed b y the proxy and not by the clien t itself. On the other hand, routing the comm unication through the proxy will result in p erformance o v erhead, which is of particular concern for Grid systems since communication of large bulk of data is t ypical. Communication Proto col Commands for Grid RPC Communication Pro- to col Commands, or simply Proto col Commands are a set of commands that are used to gov ern the communication proto col b etw een the client and the serv er. They can b e largely categorized into binary formats and text-based formats. Binary formats allo w easy and light w eigh t parsing of command sequences, but are di�cult to structure, debug and extend. Contrastingly , well-designed text-based formats are well-structured, easy to understand and extent, but are less e�cient and require more softw are e�orts to parse. Although traditionally text-based commands for communication proto cols were typically simple, in v olving little structure suc h as S-expressions, there is a recen t trend to employ XML for such purp ose. Although XML requires more e�orts on the soft w are side for parsing etc., we can assign schema in a standard wa y using DTD. Since command ov erhead can b e amortized ov er relative large data transfer, we b eliev e XML is a viable option giv en its proliferation as well as av ailabilit y of standard to ols. Security Mec hanism Security is b y all means an imp ortan t part of an y Grid system. Ho w ev er, there several options for security , dep ending on the op erating environmen t of the system. If the op erating en vironmen t is totally lo cal within some administrative do- main, where all the participants can b e trusted, we can merely do aw a y with security . In a slightly more wide-area and well-administered environmen t, suc h as within a Universit y campus, it su�ces to restrict access based on, say , client IP address. On the other hand, if global usage is assumed, then b y all means w e must guard against malicious users, and th us require authentication based on encryption. Examples are Kerb eros, whic h emplo ys the symmetrical key tec h- nology , and SSL, which utilizes the public key algorithm. System Op enness and In terop erabilit y with Other Grid Systems One imp ortan t design choice is how m uc h w e make the system op en to customiza- tion, esp ecially with resp ect to other, more general Grid softw are infrastruc- ture, and/or Grid comp onen t with some sp eci�c function. More concretely , Grid to olkits such as Globus provide lo w-lev el communication lay er, security lay er, di- rectory service, heartb eat monitoring, etc. Comp onents such as NWS(Netw ork W eather Service[14]) provides stable monitoring and prediction services for mea- suring resources on the Grid, such as no de CPU load and net w ork communica- tion p erformance. Conv en tional comp onents which had initially not in tended as a Grid services could b e incorp orated as w ell, such as LD AP , whic h provides a standard directory service API; Globus emplo ys LDAP directly with its MD- S(Metacomputing Directory Service), providing a Grid directory service.

By using such existing subsystems and comp onen ts, we can directly utilize the functionalities whic h had b een tried and tested, and also sub ject to indep endent improv emen t. On the other hand, b ecause such subsystems are designed for generality , they hav e larger fo otprin t, and could b e tougher to manage. Moreov er the supp orted platform w ould b e the intersection of the platforms supp orted b y individual subsystems. 3 Design and Implemen tation of the New Ninf System 3.1 Conceptual Design Decision Ov erview W e designed and implemen ted a new v ersion of the Ninf system (Ninf v ersion 2.0) with the ab ov emen tioned design issues in mind. The new system is designed to b e exible and extensible, with in terop erabilit y with existing Internet and Grid subsystems in mind. Because NES systems t ypically in v olv e tasks where computation is dominant, we made design decisions that gav e precedence to in- terop erabilit y and exibility o v er p ossible communication o v erhead if suc h could b e amortized. Client-Serv er Connections In order to accommo date multiple, fault-tolerant, long-running calls in Grid Environmen ts, we adopted for connection-b y-necessit y ov er con tin uous connections. W e hav e also decided to emplo y pro xy-based con- nections in order to simplify clien t structure. How ev er, in order to a v oid band- width b ottlenecks, proxies only interv ene on command negotiations b etw een the client and server; when the actual arguments of the remote call is b eing trans- ferred, the clien t and the serv er communicate directly , unless a �rew all must b e crossed. Communication Proto col Commands F or exibilit y , extensibility , and in- terop erabilit y , we decided to adopt the usage of XML-based text commands. In the latter sections we present an ov erview of the DTD schema for numerical RPCs. F ree parsers for C and Ja v a are a v ailable, whic h simpli�ed our implemen- tation. Security Mechanism T o allo w Ninf to b e used in a global Grid environmen t, we opted to construct a Globus-like, SSL-based authen tication and authorization lay er, whic h allo ws delegation of authentication along a security chain. Kerb eros was an obvious alternativ e, but SSL was b ecoming a commercial standard, and multiple free library implemen tations in C and Ja v a are a v ailable. System Op enness and In terop erabilit y with Other Grid Systems This was the most di�cult decision, since adv an tages and disadv an tages of employing existing Grid comp onents could b e strongly argued b oth wa ys. As a compromise, we hav e decided to pro vide default implemen tations of all our basic submo dules;

Fig. 2. Ov erview of the New Ninf System how ev er, we hav e designed them to hav e w ell-de�ned interfaces, to b e plug- gable with existing mo dules in op erating environmen ts where such services are already av ailable. F or example, although the default implemen tation of the re- source database lo okup service has its o wn LDAP lo okup feature, it could also directly utilized Globus MDS services where they are av ailable. 3.2 Ov erview of the New Ninf System V.2.0 The new Ninf system v.2.0 is comp osed of the following subsystems(Figure 2) !# { Clien t A user-side comp onen t whic h requests (parts of ) computing to b e done on remote serv ers in the Grid. The clien t is \thin" in a sense that as little information as p ossible is retained on the client side; for example IDL of the remote call is not maintained by the clien t, but rather automatically shipp ed on demand from the serv er. { Serv er Receives remote compute requests from the clients and inv ok es the appro- priate executable. The server might act as a back end for in v oking paral- lelized libraries on m ultiple compute no des, such as a library written in C/F ortran+MPI serv ed b y a Cluster. { Pro xy Communicates with a Sc heduler on b ehalf of the Clien t, and decides up on which server to in v ok e the remote computation, and forwards the request to the server. (The b ehavior of the pro xy is similar to Netsolve Agen ts in this case.) { Executables Comp onents which actually em b eds eac h remote applications or libraries to b e inv ok ed. They are in v ok ed b y the serv er, and communicate with the client to p erform the actual computations. { Data Storage T emporary storage on the Grid to store intermediate results amongst m ul- tiple servers. { Scheduler The sc heduler receives requests from the pro xy , and selects an appropriate serv er under some scheduling algorithm. The scheduler comm unicates with the database server in order to drive the scheduling algorithm. { Database Manager Manages the Information Stored in the Grid resources database. The database itself utilizes existing distributed resource database for the Internet and/or the Grid (e.g., LDAP or Globus MDS, which in turn uses LDAP itself ); the resource lo okup request from the clien t is delegated through the manager. This naturally allows other database infrastructure to b e utilized. { Netw ork Monitor/Server Monitor Monitors the status of the netw ork, servers, and other resources. The result is rep orted p erio dically and automatically to the database manager. { F ault Manager P erforms recov ery action when some fault or error that a�ects the system in a global wa y , is detected. F or example, if the server is found to b e down (using heartb eat monitoring), the server is deleted from the resource database. 3.3 Client-Serv er Communication in the Ninf System 2.0 The new Ninf system manages the clien t-serv er communication in the follo wing manner(Figure 3): The client �rst requests the in terface information of the executable to b e inv ok ed to the proxy . It then requests the inv o cation of the executable. The client immediately disconnects its connection with the proxy , and en ters the state waiting for a callbac k from the pro xy . The clien t then can pro ceed to issue hundreds of simultaneous requests, as there are no other p ending connections. The pro xy in turn inquires the Sc heduler for selection of an appropriate serv- er (or a set of servers) to p erform the in v ocation. The scheduler inquires the database manager for information on servers and net w ork throughput informa- tion, as well as other resource information such as lo cation of �les used in the computation. The sc heduling algorithm selects an appropriate serv er (or set of servers) and returns the info to the proxy . The algorithm itself is pluggable; one can emplo y simple algorithm as is employ ed with netsolve (sorting b y server load), or more sophisticated algorithm such as those emplo y ed by Nimro d. The proxy forw ards the inv ocation request to the selected server. The serv er in turn in v ok es the executable for p erforming the actual computation. The exe-

Fig. 3. Inv ocation Proto col cutable then requests to the client the necessary arguments b y sending the appro- priate IDL program for marshalling. When all the argumen ts hav e b een receiv ed, the executable noti�es the client, disconnects the connection, and pro ceeds to compute the request. The clien t again enters the state to wait for callbac k from the executable on completion of the inv o cation. When the computation is �nished, the executable reconnects with the clien t, and transmits the result, indicating termination of the inv o cation. The client ackno wledges the receipt with the termination command. Finally , the executable noti�es the proxy that the in v ocation has terminated. The pro xy in turn forwards this to the client. The proxy noti�es the Database Manager of the termination, allowing it to up date the resource database. 3.4 Comm unication Proto col Commands in New Ninf As an example of comm unication command proto col, w e demonstrate the DTD of the proto col command for sp ecifying and inv oking on a serv er a remote exe- cutable, in Figure 4. Based on this DTD, here is sample inv ocation command in XML(Figure 5). One ma y notice that the inv o cation command embo dies tw o addresses, clien t and observer; here, clien t is the address used for client callbacks, where as ob- server is the address used to notify termination of in v ocation to the proxy .

<!ELEMENT invoke executable (issuer ,function name, client, observer)> <!ELEMENT issuer EMPTY> <!ATTLIST issuer process CDATA #REQUIRED> <!ATTLIST issuer host CDATA #REQUIRED> <!ATTLIST issuer port CDATA #REQUIRED> <!ATTLIST issuer session key CDATA #REQUIRED> <!ELEMENT function name EMPTY> <!ATTLIST function name module CDATA #REQUIRED> <!ATTLIST function name entry CDATA #REQUIRED> <!ELEMENT client (peer)> <!ELEMENT observer (peer)> <!ELEMENT peer EMPTY> <!ATTLIST peer host CDATA #REQUIRED> <!ATTLIST peer port CDATA #REQUIRED> Fig. 4. Remote Executable Command DTD <invoke executable> <issuer process="nsserver" host="hpc.etl.go.jp" port="30000" session key="12345" /> <function name module="test" entry="mmul" /> <client> <peer host="hpc.etl.go.jp" port="30000" /> </client> <observer> <peer host="hpc.etl.go.jp" port="30001" /> </observer> </invoke executable> Fig. 5. Example Inv ocation Command 3.5 Security La y er in the new Ninf system Security in a NES system in v olv es Authen tication, Authorization, Priv acy . Au- thentication identi�es who is connecting to the server; authorization is what resources to p ermit to the user that has b een iden ti�ed; and priv acy is to make communication and computation priv ate to other users connecting to the NES system. The new Ninf system has the clien t connect to the server via a shared proxy; how ev er, server authentication and authorization m ust b e p erformed with client identify , with (rather remote but still existing) p ossibility that the pro xy may b e sp o ofed. Another situation is when server A acts as a client and delegates part of its w ork to server B on another machine. There, not only that server A needs to b e authenticated, but the client identit y m ust b e authenticated and authorized at serv er B as well. Suc h \delegation of identit y" w e deem as essen tial part of a NES system The new Ninf system implements the NAA (NES Authentication Authoriza- tion) mo dule. NAA employs SSL as the underlying encryption mechanism and implements delegation of identit y and authorization on top of those. Delegation of identit y is done automatically by the NAA, and the clien t user merely needs to sp ecify his certi�cate as is done with SSL. NAA itself is relatively self-con tained, and thus could b e used b y other NES systems suc h as Netsolve. Delegation of Identit y Identit y in SSL consists of a certi�cate certi�ed b y a CA (Certi�cate Authorit y). CA’s can b e made hierarchical|it is p ossible to sign a certi�cate using another (signed) certi�cate. In NAA, we hav e implemented delegation of identit y by not merely directly t ying in user identit y with his certi�cate, but rather, broadened the ‘identit y’ to include all the certi�cates signed using the user’s certi�cate. SSL employs the public k ey encryption algorithm, where its certi�cate con- sists of user’s public key b eing encrypted b y CA’s priv ate key . W e can form a so-called c erti�c ate chain by generating another key pair, and encrypting them with the user’s priv ate k ey . On authen tication, CA’s public key is used to decrypt the certi�cate, which reveals the public key of the user. This could b e used for identi�cation (b y decrypting data which had b een encrypted with the priv ate key of the user), or for a chain, could in turn b e used to obtain the public key of the next element in the c hain. NAA uses such a certi�cate c hain for authen- tication, in that if the user’s certi�cate app ears somewhere in the c hain, it is regarded as providing the user’s inden tit y . The security lay er of Globus employs a similar strategy[15]. As an example, let us consider when the clien t calls server A, whic h in turn calls server B as a clien t. When serv er A receiv es a connection request from the client, it generates a new key pair, and sends back its public key to the client, which is asked to create a session certi�cate embo dying its iden tit y . The client generates a session certi�cate by signing (encrypting) the public key with its own priv ate key , and sends it bac k to server A. When server A connects to server B, server B must 1) authenticate the iden tit y of the client, as well as 2) identify that the call is b eing made through server A. This is achiev ed by server A connecting with the session certi�cate received from the client along with the original certi�cate of the client. This is shown in Figure 6. NAA P olicies W e hav e designed NAA p olicies to b e extensible and customiz- able by the system administrators. After the client is authenticated, authorization in NAA is p erformed using a structure similar to Jav a 1.2 P olicy class. A p olicy is a set of structures called

Fig. 6. Delegation of Identit y gr ants , whic h in turn are sets of p ermissions to the user. The NAA library man- ages the p olicy structures and the identities of current clien ts of the system. In addition, NAA namespace is tree-structured according to the X.509 con v en tions. Access control is done hierarchically done along this tree using the p ermissions. The server program inquires whether the certain p ermission is applicable to the client. The library chec ks the p olicy if there are grants that con tain the particular p ermission. Each p ermission consists of three attributes, class , tar get , and action . Class indicates the op eration that the p ermission allows the client to p erform. T arget and action designates the sub ject of the op eration, along with the t yp e of the op eration to b e p erformed. Policies are describ ed using XML in a p olicy �le. W e illustrate the p olicy �le DTD and an example of p olicy description in Figure 7 $H Figure 8, resp ectiv ely . In the example, we hav e de�ned t w o grants. The �rst grant indicates that the user whose identit y includes c=jp,o=etl (meaning the Electrotechnical Lab) can remotely execute test/entry0 and test/entry1 . The second gran t restricts test/entry3 to only b e remotely executed by userID c=jp,o=etl,CN=nakada .

<!ELEMENT policy (grant)*> <!ELEMENT grant (permission)*> <!ATTLIST grant userid CDATA #REQUIRED> <!ELEMENT permission EMPTY> <!ATTLIST permission class CDATA #REQUIRED> <!ATTLIST permission target CDATA #REQUIRED> <!ATTLIST permission action CDATA #REQUIRED> Fig. 7. P olicy DTD <policy> <grant userid="c=jp,o=etl"> <permission class = "stubexec" target = "test/entry0" action="100 20"/> <permission class = "stubexec" target = "test/entry1" action="100 20"/> </grant> <grant userid= !H c=jp,o=etl,CN=nakada"> <permission class = "stubexec" target = "test/entry3" action="100 20"/> </grant> </policy> Fig. 8. Example Policy Thus, the client c=jp,o=etl,CN=nakada can execute all the remote libraries ( entry0, entry1, and entry3 ), while the client c=jp,o=etl,CN=sekiguchi can execute only ( entry0 and entry1 ); furthermore, the client c=jp,o=titech, CN=matsuoka cannot execute any of the libraries. W e can also grant rights to sp eci�c calls made b y the clien t through delegation of iden tit y; for instance, in the delegation of identit y scenario describ ed earlier, we can sp ecify a certain executable to b e in v ok ed only if a particular client was executing a library in server A which in turn had called the executable in server B. Such a case is conceiv able, when a large compute server B is used as a back end for a server A, whic h is more sub ject to public usage; contrastingly , only a restricted set of jobs could b e run on server B, and users are not allow ed to inv ok e a remote library on server B directly; rather, they must do so via server A. In this manner, the hierarc hical namespace, along with the p olicy structure, gives �ne-grained access con trol of resources for remote libraries in a NES sys- tem. Preliminary measurement hav e sho wn that such mechanisms do not imp ose signi�cant ov erhead, as long as the calls granularit y is large enough suc h that the o v erhead could b e amortized (b eyond 10s of seconds). 4 Conclusion W e hav e cov ered the technical tradeo� p oints of NES systems, and describ ed how the new Ninf system v.2.0 had b een designed with the tradeo�s in mind, with descriptions of why a particular choices in the tradeo�s had b een made. W e hop e that most of the design spaces hav e b een cov ered, and will serve as a guide for designing future NES systems. W e are curren tly in the stage of deploying Ninf v.2.0 alongside v.1.0 to com- pare and verify the e�ectiveness of the design decisions, along with p erformance analysis to assess the their impact as well. Ac kno wledgemen ts Part of this researc h had b een p erformed under the sp onsorship of Information Promotion Agency of Japan (IP A), under the program \The Developmen t of Wide-Area, Distributed Computing Applications". W e also would like to thank NTT Soft w are and Computer Institute of Japan who had con tributed in the design, our collab orators and users of the Ninf system, and the rest of the Ninf pro ject team for their technical discussions and supp ort. References 1. Ninf: Netw ork Infrastructure for Global Computing. http://ninf.etl.go.jp/. 2. Casanov a, H. and Dongarra, J.: NetSolve: A Net w ork Server for Solving Compu- tational Science Problems, Pr o c e e dings of Sup er Computing ’96 (1996). 3. Buyya, R., Abramson, D. and Giddy , J.: Nimro d/G: An Architecture for a Resource Management and Scheduling System in a Global Computational Grid, Pr o c e e dings of HPC Asia 2000 (2000). 4. Kapadia, N. H., F ortes, J. A. B. and Bro dley , C. E.: Predictive Application- Performance Mo deling in a Computational Grid En vironmen t, Pr o c. of 8th IEEE International Symp osium on High Performanc e Distribute d Computing (HPDC8) (1999). 5. Ren� e, C. and Priol, T.: MPI Co de Encapsulating using Parallel CORBA Ob jec- t, Pr o c. of 8th IEEE International Symp osium on High Performanc e Distribute d Computing (HPDC8) , pp. 3{10 (1999). 6. Imai, Y., Saeki, T., Ishizaki, T. and Kishimoto, M.: CrispORB: High p erformance CORBA for System Area Netw ork, Pr o c. of 8th IEEE International Symp osium on High Performanc e Distribute d Computing (HPDC8) , pp. 11{18 (1999). 7. Butler, K., Clemen t, M. and Snell, Q.: A P erformance Brok er for CORBA, Pr o c. of 8th IEEE International Symp osium on High Performanc e Distribute d Computing (HPDC8) , pp. 19{26 (1999). 8. F oster, I. and Kesselman, C.: Globus: A metacomputing infrastructure to olkit., Pr o c. of Workshop on Envir onments and T o ols, SIAM. (1996).

9. Grimshaw, A., W ulf, W., F renc h, J., W ea v er, A. and Jr., P . R.: Legion: The Next Logincal Step T o w ard a Natiowide Virtual Computer, CS 94-21, Universit y of Virginia (1994). 10. Sato, M., Nak ada, H., Sekiguc hi, S., Matsuok a, S., Nagashima, U. and T ak agi, H.: Ninf: A Netw ork based Information Library for a Global World-Wide Computing Infrastracture, Pr o c. of HPCN’97 (LNCS-1225) , pp. 491{502 (1997). 11. Nak ada, H., T ak agi, H., Matsuok a, S., Nagashima, U., Sato, M. and Sekiguchi, S.: Utilizing the Metaserver Architecture in the Ninf Global Computing System, High- Performanc e Computing and Networking ’98, LNCS 1401 , pp. 607{616 (1998). 12. T ak efusa, A., Matsuok a, S., Oga w a, H., Nak ada, H., T ak agi, H., Sato, M., Sekiguchi, S. and Nagashima., U.: Multi-client LAN/W AN P erformance Analysis of Ninf: a High-Performance Global Computing System, Sup er c omputing ’97 (1997). 13. Suzumura, T., Nak aga w a, T., Matsuok a, S., Nak ada, H. and Sekiguchi, S.: Are Global Computing Systems Useful? - Comparison of Clien t-Serv er Global Com- puting Systems Ninf, NetSolve versus CORBA, Pr o c. of International Par al lel and Distribute d Pr o c essing Symp osium (2000). 14. W olski, R., Spring, N. and Peterson, C.: Implemen ting a Performance F orecasting System for Metacomputing: The Net w ork W eather service, Pr o c e e dings of the 1997 ACM/IEEE Sup er c omputing Confer enc e (1997). 15. F oster, I., Kesselman, C., Tsudik, G. and T uec k e, S.: A Security Architecture for Computational Grids, Pr o c. 5th ACM Confer enc e on Computer and Communic a- tion Se curity (1998).